
DaVinci Toolkit &
PCI Compliance

What is PCI DSS & Why It
Matters

As organizations enhance their customer experience
strategies through tighter integrations between CRMs
and communications platforms, ensuring compliance
with standards like PCI DSS (Payment Card Industry Data
Security Standard) remains a top concern—particularly
for contact centers handling sensitive customer data.

AMC Technology’s DaVinci Toolkit is purpose-built for
CRM-CTI integration and orchestration, allowing
enterprises to streamline interactions without
introducing additional PCI scope or compliance
obligations. This paper explains how DaVinci is
architected to support PCI-sensitive environments
without handling, storing, or transmitting payment card
data.

PCI DSS is a global security standard intended to
protect cardholder data. It applies to any
organization that stores, processes, or transmits
cardholder information. Solutions that touch,
transmit, or store this data fall within PCI scope and
must comply with the standard’s 12 core
requirements.

Why AMC Technology’s Solution
Does Not Introduce Additional
PCI Scope
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DaVinci Architecture
and Data Handling

The DaVinci Toolkit serves as a middleware
orchestration platform that sits between the CRM
and communication platforms (telephony,
messaging, etc.). It enables customer experience
workflows, screen pops, data-driven routing, and
real-time event orchestration. Importantly:

DaVinci does not process, store, or transmit cardholder data (CHD) or sensitive
authentication data (SAD).
 DaVinci communicates with CRM and CTI systems using APIs and event streams that are
designed around metadata (e.g., customer ID, case ID, session context), not payment
information.
 All communications are encrypted using industry-standard TLS protocols, and customer
data access is governed by CRM/telephony platform permissions—not DaVinci.

Key Design Principles Supporting PCI Separation
1. No Storage of Payment Data 
DaVinci does not include databases or storage modules that persist customer-entered data. All
business data resides in the CRM or other backend systems.
2. No Payment Capture Mechanisms 
 DaVinci does not provide UI elements or backend services for capturing payment details such
as credit card numbers or CVV codes.
3. Segregation of Sensitive Workflows 
 If agents engage in payment workflows, these are typically handled within CRM pages or IVR
systems that are already PCI-certified. DaVinci is not involved in those page renderings or
audio interactions.
4. Encryption In Transit
 DaVinci uses TLS 1.2+ encryption for all API traffic and event delivery. This ensures secure,
tamper-resistant transport of all data, even though PCI-sensitive data is not involved.
5. Stateless Integration
 DaVinci is deployed in a stateless model, acting as a broker of real-time signals. It does not
store session history, recordings, or agent-entered content.
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Common Customer Use Case:
Payment Collection Over Secure
CRM UI or IVR
In many DaVinci deployments, agents collect payment using
one of the following PCI-compliant paths:

A PCI-compliant CRM UI (e.g., Salesforce with integrated
Stripe or Cybersource payment components).
 A secure IVR handoff to a payment gateway that collects
the card details outside the agent’s environment.

In both scenarios, DaVinci is used only to orchestrate call or
chat context, without interacting with the payment stream.

Customer Responsibilities for PCI
Customers remain responsible for ensuring that:

Any systems used to capture or store cardholder data (e.g., payment portals, IVRs) are PCI-
compliant.
 Agents are trained on handling sensitive data securely if their workflows involve screen
sharing or voice-based capture.

AMC Technology’s DaVinci Toolkit ensures it remains outside of PCI scope, simplifying the
customer’s compliance obligations.

Key Take-a-Ways
The DaVinci Toolkit is a PCI-neutral integration and orchestration platform. By not handling,
storing, or transmitting payment card data, it enables enterprise customers to maintain clean
PCI segmentation boundaries. This simplifies compliance audits and reduces the risk footprint
for customer experience and IT teams.

Organizations using DaVinci can confidently build omnichannel workflows, integrate CRMs
with CTI systems, and support real-time agent experiences—without extending their PCI
scope.
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